
STANoARD oPERAT|NG PROCEOURE :AllOFF|CTAL ElliAtL rD

INTRODUCTION

1. The tnniture ass gned eha accolnr shat beanolfcratmeansorcommu.icalionwith
drlsr d-Ts irLury a-o.tar Enjr d.coJae a,. a,a.,,oe r", .a.,[/. ru,i sLderl :;;
2. Use6a e sotey.esoor !b,F ro.atr,o,. dlro-ser rb.rr vE I er rrrLreascgroO-cicrFTd,a.roLnt,se4^t-oct-oo.e.oroaa.oTarr.omlhert.rtrluleFratacc;LnL
rrere,ools.belor-1)L119rhar"t,,oma.ion.,nqudrma1dchre1ts,rtrarsTleor" 

5enlrety Io lhe orereried a..6'rn

!. Al a,co,ri.o'o-.s m,\..d-F,e b rr"AtT po,,cv tor tr6 en ar aLco r LSp t.e Lseo'lr e A era' d..oJr r w t.rrcate a..-plarF oi rf R p@c"dJe

Atu

5. Ssi a.o Srudanls a.6 e/pa..eo ro Lt e.. rrr A,r ol,c,at e m
f requenl and consiste.t bas'r

3. The account and ihe conterrs of the
i.te lect!al properly pot cy.

7. Your initat/detauil User tD ard
admission/employmeni to AtT. t is the usefs
Microso,t password policyfor on@ 365 mar rd

account are governed by AtT opyrishl and

Passwo.d .E prcvided ro vou uoon
responsibrrrty to set $e passwo; to as Der

PROCEOTIRE

ecrations .bour staff/ student use ofAroniciat Emait
arT ecommends checkirg e-mair hrce a week al a mrnrmum;
comhunicalions may be lime-criticat.

Username and Password

@+$ % ^8.-_!+ =U { } \ ?/.- oi
ur.o@ -r&?.s spdce. shorg oassworo! o.4 cdnnot' ^'-date'v oreleoi.d n. 6'(,nh^'
8 ch acteE mh mum afd r6 chara.ters malmLmslorg pa$ ro'd, o.ir qequ res J oLt ot. or u e loJorirs
. Lowercase chara.teE! Upper€se characrers

. symbors (see password resirictons above)
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3 Email passwords and olher c.ede.tials may not be shaEd. Emait systems lhafuety
excusve y on a User lD/ password combinalion ior secur ty shatlrequire penodic passwod
changes to ensure thatlhe account ma nta ns its integrity. tM utli Factor Ao rhe nricalion wi tbe
enabled onemail d to improve security

10 Folowing procedure wilbe adapted for creaton/ deleton Ema ttDs

1 1 Facultv/ Slall

s Admn wil create a group emaladdress &, fnecessary, a shared emai acout for
afy academic or administralive deparhent. Users wt be abte to create groups but i iound
misuse ofgroup creation AIT admin have nghis to stop group crearion & detete such groups

Crealion and Oeletion Email AccounG

(a) G€neral Account Creation for slaft The Regisrar Of6e is respofsibte to
nlorm ihe Emailadmin lo creaie new accounts for newty recruited staff

(b) Accounl p.l.tion whef a Slaf member leaves AtT by rei rement, resiqnat on
or lerninaton, ihe email account wilr reverl lo lhe lnsttute The Registrar is
responslble torinforming the Emailadm n aboutdeactivaton of ore emaita.countafter
seruice terminalion. Percona Emai id of statf gels deeled after resignalion and

O The erired lacuity or slaii member account wit be deaclivated after
compelionothis/heradminsbatveand,inancialdues ThereoislErwlt infom
the email admin after this lo deaclivate rhe a..oLnr

(ir) Desig.ation/ Post emai id wr get transfe(ed to newry appo nted slaff

(ii) Afler compelion orlhe contEctualperiod ofa. empoyee the reoislrar
slo rd r1'orm ema ladm n rc oeacl /are lhe ema la.m rnr

13

(a) Crearion and oelelion ot Accounts When an individuat sludenl secures
adtrisslon in AlT, hls/heremai account wtt be creared Slldeft Ehoud use this ArT
emai accolnt ony ror inler.a communcation wilh at stakehoders ol AtT and
academic related comtolncaton with oiher ollside stakehotder tke emptoyers,
UniveB ty AlcIE, and otherhstitutes Studenls shoutd notlsethtsAtTemai ac@unt
forany prvaleard i leg a I activities ranysluderrioundinvorvedinany tegatactvites
through email, then hs/herAlT emai a.countwit be immediarely frozen, a.d matter
wilibe handed ove. to the investigating comm riee. Flrrherdecistons wt be based on
''e ivesligar ng coma l-e's rcpol

(b) lf a studenl cancers hivher admission, then the mait ac@unt wilt be deteted
within a pe od of7 daysoicarce ation ofadmisson

AlumniAccounts GEduatng sludefts wl retain then emai accountasAumnitit
nen three year afier pass ns out as per to low no !
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(a) Onty Exchange ticense (maling faciity) !p to 3 yeaB

(b) OtherApps Li.enseshoud be.emoved 1 yearafrerpassing out
Privacv Provisions

l! AtIwi.t-akeFdsorabeefioreto-dntar _e rlt-g. ry am elaclNe op..cr 01 o! see(hnrraI>ysr-.-s oLt J.e.s a.- dd/cFd -a,re s^ri_i.r"r,a _r O" _q".O"o 
", "

.ecu€ -ed,ur to.ihe com-u1,!a,,o1or sFT.l, /p or coi:noentir,.r*r" 
"i e";;i".iih.tlu'eardtecroloqvoleta .o t.orrL"r.dr01 AtT€rascJ.e€therrheojvacyot;n

,_d'/dLai Lse/s use o. re xsrrtLtes e.-(..olrc aart ,esoj.es rr rhe.ontdenlat,tv ojnescdges -dlmay be(edieo. irarm. ao,.eceved or noed e,eb'

,'5 -o deare I ew erd t,d o,srjo61E ecpec. /- depalmert HOO wt. slrre the Studenl

Abuse ofAccounrs

l6 T-eAc.eplab,e u,e pro(edr rF tn j.J epot,. es a1d lle cu,rert eqat sEndads aoorv
:o-dlr:.:J:ls urge-aJ,horz:rror.on rrreaooropr:rerrr.,;;;;.i:;;;'";;;,,"11
an aous ve accoLnl tn order to inv6stgate.omptaints

'/ Thc own"r o'ar ela ta, -oLnt s,espolsro,- to. 6 Lse rr d F presLr.o Io seno a[ena I a rat4 sent fr or fl-at a(@Lnt Lra6 -a, rcr d ter al enal addrass to d sg_,qe orb ocl lhe ident'ty oTlhesender

13.-,,.r- *,tra.. (r tor !-nd, the oqdrizr.o_ A.oproporenlar compromrsed actMty,ifound on mar bo^ :

(a) AIT Officiatmai|d accounrs beifo bocked dueto easons suchas,
(i) Sendtng suspicious messages outside the organi2aiion.

(b)

(ri) Sending butk maiiinsidean organizatiof with altachmenl

(iir)Fo&ading mai r_nuttpre times ro orher users

To avold such an nctde.l ptease iolow instructions sbcUy.
(i) Keep a sr.ong password.

(ir) change passwod frequenly.

(ii) Checkreguarmai andavoid an unatended ma box

(iv) Regubny check rhe sent mait rab

'vl l. a1i s "prioLs 4r nt,es a.e io-nd 11 yo-r raloo{, wnte to ematadmnEtralor or.onta(t yolr respectve deparlm;nt sraff



'o, Aolr Synen Lses seve.a t-res or erat se.n.rg .or sDAV a_o vl-ses oetoreoe veto sys,em (alror gJdronr.- I ar dt. v.u\es wrt de crugl.by,-"r";"",;;
herero e, a'l coaoJ.e.s on -empL5 a.d oersollt @mpLraF/ lvoo ru ir",uqr*O ro ,,"cur-erldlr-/rus arL spaT ard dn[spywa.e.oots slLderB and slaffsrortd uooate r;;dnnwus 'eoLtar y on rr svner a.o s.ai, r.e.v:ter *,r. a r"i;;;;i;;* **_ ' -

20. Dont open Spam ma, tf required. check Fr.h.r
re.-,esoo"o ro,pal v"i .r; "";.,;;:;'" ";"^'"" 

id 
'srtddordso,a? 

a-'

/r) Jse wt repol to r.e erat aotrrn .eorrd,no spAM M
-essages a.p re(e,v"d ol x e Al oor.r1 or e,-nat serde," ,r,", rr,"i".r,i*,,i'e5lr (r irr sender to serd .1e ia.t 01 A dordn a-,orr, I - .d;;;ri ;;;Fceives ressages fro- a- u-trrr se.der th- !se. can otock th- serder fiom1is/hera^coL1t dr o r I rcpol o ao-r1to i-..erse.L.it\.1nS
lb\ l'a cej ms s spd, n"r d.d,pp.es ro lhe Lntr61 senoF, rr_-oEet? ati.a,ai uw, g Ertrwasaprera )paa roitr-c.shoJtd repol ro theendlaomr; TneLser wn c so mmedi".elv cld, s" pdss o,o L-.q a d ie,enr 

"". * """ ",i"i "drldlrt-- af.e. eo da/, e pclrvoor- r na-o!e,/;,rr,rtsral opron

2l Emplovee account holders who have teaa name c

^Fs 
era. A, si ioe.c rcv co-r". ,." 

"r* ", 
,." 

""0 
.'rllses 

cal requesr rrd hroLgl

Grouo CE.lion/ peterion policv

22 Students ctJb il c-arge ta.jJv ren be.s. 19rer durhonry ae
:f#ed 'oftaE 

d rroJe,orone yea.. brr rley s-ouo ra(e fte p-_.* _;o. 
"", 

r",o_,.
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Prelection ofAccounls fron Externat Abuse Such as spam orViruses

G o-ps.,eated,t.oulpe.a,ssion 
^itbede'ereo oylhpEmar,dorrl

?o oorpr ri o,oJps crFdreo o) stuoenlc )-ouo be oe,etpo with lhe.hdrce nAcadem( Year

25. . StLd-nls and raq rdve r.a,r,ry o,c.ea.ro CroLDs or ,ear! alo rvat o forAcademic Purcose

26 Allstatrand sludents should iolow rues white creaiing a Group on Teams rnd Mar

27 C ve proper name wh ch w I be iu fted A.adehrc.-*"r". '., c.*r -" -"".', r,,r"; "" 
- " i' pu"pose ar pe'\id da'd rar rlq

23 Whilecreairg, wrile thepurpose of Oroupcrealion in the Desc pton Field.

29 Whie creahnq a group on OUce 36s Offciatema |d pteasedon,t enab e lhe fotowing



Let Peoote Outside the Orqaniation Send Emait lo the

30 Emar Group Faciity shoutd be used ortv ror atr
shou d not be abte ro send ma tto AtT oftcel6s 6roup

31, Ar s io{!s !tdr you d o-;re orouos rh (h de dFdled,o, prev@.sA.doFT c y-ar
derore delet on srldents/ staff .an dow. oad .t:r:

CONCLUSION

J2 The above procedu.e wrtbe s,rdiv adhered ioror6nrnerfrc-se 'odp.-rey ' e' rr I satrol ol emar 'Dcanoslop

lns de commlnicalion: OursideR
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